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1.1. INFRASTRUCTURES1.1. INFRASTRUCTURES

• According to "Etymology online" [1] a definition for the 
global infrastructure exists since 1927 and means: “The 
installations that form the basis for any operation or 
system.”. Originally the term was used by the military.
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1.1. INFRASTRUCTURES1.1. INFRASTRUCTURES

• Usually the term "infrastructure" refers to the technical 
structures that serve citizens. These are roads, water 
supply, sewage system, electrical network management 
systems in a flood, communications (internet, telephone 
lines, radio, television), etc. In the past these systems were 
usually owned and managed by local and central 
government authorities. These elements can be 
summarized as civil infrastructure, municipal infrastructure, 
or simply referred to as public facilities, although they can 
operate and develop in both the private sector and in state 
enterprises.
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1.2. CRITICAL INFRASTRUCTURE1.2. CRITICAL INFRASTRUCTURE

• The term "critical infrastructure" is used for those elements 
of infrastructure that if damaged severely or destroyed, 
would cause serious disruption of the depended system or 
organization. Storm, flood or earthquake leads to the loss 
of key transport routes in the cities (e.g. bridges). This can 
prevent people to evacuate or rescue teams to do their 
work; these roads can be referred to critical infrastructure. 
Similarly, online registration systems can be critical 
infrastructure for airlines.
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• The notion of infrastructure lies not only on the public 
sphere and its facilities, but also on the working methods, 
management practices and policy developments in the 
direction of interaction between them all on the one hand, 
on the other - taking into account with the social needs and 
assuagement of public transport communications (for 
people and goods), providing drinking water and industrial 
water, safe waste disposal, energy supply and the need for 
dissemination of information among the population [2].
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[2] Infrastructure for the 21st Century, Washington, D.C., National Academy Press, 1987
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• IT infrastructure is an integral part of critical infrastructures 
and to achieve an effective protection of these critical 
infrastructures should primarily ensure the protection of 
critical information infrastructures from malicious acts 
caused intentionally or unintentionally.
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1.3. SOFTWARE CRITICAL 1.3. SOFTWARE CRITICAL 
INFRASTRUCTUREINFRASTRUCTURE

• As software critical infrastructure will note a set of specific 
software solutions designed to operate and manage the 
relevant critical information infrastructures.

• In most cases, when talking about infrastructure security is 
understood security of critical infrastructures such as 
airports, railway highways, hospitals, bridges, network 
communications, media, power grid, dams, nuclear 
reactors, seaports, oil refineries and water systems.
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1.3. SOFTWARE CRITICAL 1.3. SOFTWARE CRITICAL 
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1.3. SOFTWARE CRITICAL 1.3. SOFTWARE CRITICAL 
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2. THE CURRENT SITUATION2. THE CURRENT SITUATION
2.1. Information attacks groups
2.2. Objects groups
2.3. Protection groups
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GROUPS OF INFORMATION ATTACKS, METHODS GROUPS OF INFORMATION ATTACKS, METHODS 
OF PROTECTION AND INFORMATION OBJECTSOF PROTECTION AND INFORMATION OBJECTS
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2.1. INFORMATION ATTACKS GROUPS2.1. INFORMATION ATTACKS GROUPS
MALWAREMALWARE
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2.2. OBJECTS GROUPS2.2. OBJECTS GROUPS
DIRECTLY EXECUTABLEDIRECTLY EXECUTABLE
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2.3. PROTECTION GROUPS2.3. PROTECTION GROUPS
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2.3. PROTECTION GROUPS2.3. PROTECTION GROUPS
PROTECTION TYPES DEPENDING ON PROTECTION TYPES DEPENDING ON 
ENVIRONMENT:ENVIRONMENT:

• In case of real environment. It is protected by:
– real-time memory protectors;
– real-time registry protectors;
– real-time media (disk, CD/DVD, flash, etc.) protect ors;

• The most commonly used operating systems in a real environment 
and their protection types are:

– Windows real environment. The protectors include:
• real-time Windows memory protectors;
• real-time Windows registry protectors;
• real-time Windows media (disk, CD/DVD, flash, etc.) protectors;

– Linux real environment. The protectors include:
• real-time Linux memory protectors;
• real-time Linux registry protectors;
• real-time Linux media (disk, CD/DVD, flash, etc.) protectors;

– Mac real environment. The protectors include:
• real-time Mac memory protectors;
• real-time Mac registry protectors;
• real-time Mac media (disk, CD/DVD, flash, etc.) protectors;
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2.3. PROTECTION GROUPS2.3. PROTECTION GROUPS
PROTECTION TYPES DEPENDING ON PROTECTION TYPES DEPENDING ON 
ENVIRONMENT:ENVIRONMENT:

• In case of virtual environment. It is protected by:
– virtual memory protectors;
– virtual registry protectors;
– virtual media (disk, CD/DVD, flash, etc.) protector s;

• The most commonly used operating systems in a virtual environment 
and their protection types are:

– Windows virtual environment. The protectors include:
• virtual Windows memory protectors;
• virtual Windows registry protectors;
• virtual Windows media (disk, CD/DVD, flash, etc.) protectors;

– Linux virtual environment. The protectors include:
• virtual Linux memory protectors;
• virtual Linux registry protectors;
• virtual Linux media (disk, CD/DVD, flash, etc.) protectors;

– Mac virtual environment. The protectors include:
• virtual Mac memory protectors;
• virtual Mac registry protectors;
• virtual Mac media (disk, CD/DVD, flash, etc.) protectors;
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2.3. PROTECTION GROUPS2.3. PROTECTION GROUPS
PROTECTION TYPES DEPENDING ON PROTECTION TYPES DEPENDING ON 
CLIENTCLIENT——SERVER ARCHITECTURE:SERVER ARCHITECTURE:

• On behalf of Workstation the following protections can be referred:
– Network protector. These type protections analyze the TCP/IP packets and 

recognize malware content;

– Policy protector. A user profile, threat assessment and security policy choice is
made;

• On behalf of Server the following protections can be referred:
– Resources protector. They protect single shared resources (memory, disk, 

periphery);

– Traffic protector. Protection aims to prevent unusual, abnormal traffic;

– Policy protector. A Work Station’s profile is created, a malware content is 
recognized and correct security policy is chosen for each Work Station.
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2.3. PROTECTION GROUPS2.3. PROTECTION GROUPS
PROTECTION TYPES DEPENDING ON PROTECTION TYPES DEPENDING ON 
CPU CHARACTERISTICS:CPU CHARACTERISTICS:

• Depending on word size the following protectors can be observed:
– Application protector. They must be conformable to the application’s word size as 

taking into account the relationship between the operating system and the word size;

– Emulator protectors. These protections include defense against unwanted or 
incorrectly selected emulations of processes, applications and resources.

• Depending on core’s number the following protectors can be observed:
– Overload protector. They include protection against overloading of dataflow with 

respect to one or more cores;

– Parallel protectors. They include protection against malicious or accidental breach 
of parallel processing of the information by the single cores.
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3. AVAILABLE INFORMATION FOR 3. AVAILABLE INFORMATION FOR 
ACCOMPLISHED ATTACKSACCOMPLISHED ATTACKS
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PERCENTAGE DISTRIBUTION OF ACCOMPLISHED ATTACKSPERCENTAGE DISTRIBUTION OF ACCOMPLISHED ATTACKS ’’
GROUPSGROUPS
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PERCENTAGE DISTRIBUTION OF ATTACKSPERCENTAGE DISTRIBUTION OF ATTACKS ’’ GROUPS, GROUPS, 
ACCOMPLISHED TO ACCOMPLISHED TO 
COMPUTERS, SYSTEMS AND NETWORKS WITH RESPECT TO COMPUTERS, SYSTEMS AND NETWORKS WITH RESPECT TO 
THE SEPARATE STRUCTURESTHE SEPARATE STRUCTURES
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COMPARISON OF THE PERCENTAGE DISTRIBUTION OF COMPARISON OF THE PERCENTAGE DISTRIBUTION OF 
SINGLE CATEGORYSINGLE CATEGORY’’S ATTACKS WITH RESPECT TO THE S ATTACKS WITH RESPECT TO THE 
SINGLE STRUCTURES WITH OVERALL PERCENTAGE SINGLE STRUCTURES WITH OVERALL PERCENTAGE 
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4. METHODS OF PREVENTION, 4. METHODS OF PREVENTION, 
PROTECTION AND RECOVERYPROTECTION AND RECOVERY

4.1. Methods of prevention
4.2. Methods of protection
4.3. Methods of recovery
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4.2. METHODS OF PROTECTION4.2. METHODS OF PROTECTION
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4.2. METHODS OF PROTECTION4.2. METHODS OF PROTECTION
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4.3. METHODS OF RECOVERY4.3. METHODS OF RECOVERY
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5. ASSESSMENTS AND 5. ASSESSMENTS AND 
CONCLUSIONCONCLUSION
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ASSESSMENTSASSESSMENTS

• Sharp increase the importance of security for software 
critical infrastructures.

• Sharp increase of price in establishing the software critical 
infrastructures.

• Sharp increase in the complexity of establishing a software 
critical infrastructures.

• Sharp increase in vulnerabilities in the creation of software 
critical infrastructures.
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CONCLUSIONSCONCLUSIONS

• Need for increased funding, new methods for reducing the 
complexity, new methods of reducing vulnerabilities to 
ensure adequate security of society in creating software 
critical infrastructure.
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